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plies to claims ‘‘for infringement . . . by reason of the storage at the
direction of a user of material that resides on a system or network con-
trolled or operated by or for a service provider . . . ,’’25 which
plainly applies to UGC sites. A UGC site is merely a location where
users may post material for others to view (or in some cases copy). A
legitimate UGC site is little more than a location, operated by a Service
Provider, where material may be posted at the direction of a user.

Indeed, it is the DMCA which has allowed these sites to emerge and
ﬂourish. Aside from terminology and sociology, technology is the only
thing different about UGC, video file sharing and blogging sites and
social networks, on the one hand, and websites of the late 1990s, on the
other. Better bandwidth connections, memory, more socially-oriented
interfaces and numerous inexpensive devices (including cameras and
mobile phones) have made it much easier for users to quickly and eas-
ily create, post, store and transmit rich media. The legal framework,
however, is mostly the same. While most of the major sites are filled
with legitimate UGC, as with any Internet location, some users may
post material that is unauthorized. Given the community-based nature
of many UGC sites, if unauthorized material is posted, it potentially
may be disseminated quite quickly. Indeed, a number of suits were
filed against UGC sites starting in late 2006.125

To address these challenges, the Principles were proposed as
‘‘best practices.’” These guidelines reflect practices that in fact have
been implemented by leading sites and should be viewed as steps that
UGC sites should take—beyond what may be required by the DMCA.
Copyrlght owners who signed on to the Principles agree not to sue Ser-
vice Providers who comply with the principles for user submitted
content.

The first principle calls for UGC sites to post information promot-

1250 17 US.C.A. § 512(c).

1251 Tyr v. YouTube, Civil No. 0443 6-FMC (C.D. Cal. complaint filed July 14,
2006), 2007 WL 1893635 (C.D. Cal. denying cross-motions for summary judgment
June 20, 2007); UMG Recordings, Inc. v. Grouper Networks, Inc., Civil No. 06-CV-:
06561 (C.D. Cal. complaint filed-Oct. 16, 2006); UMG Recordings, Inc. v. MySpace, .
Inc., Civil No. 06-C V-07361 (C.D. Cal. complaint filed Nov. 17, 2006); IO Group,
Inc. v. Veoh Networks, Inc., Case No. 06-3926 HRL (N.D. Cal. 2006); Viacom Int’l,
Inc. v. YouTube, Inc., No. 07 C V-2103 LLS (S.D.N.Y. complaint filed Mar. 13, 2007);
The Football Ass’n Premzer League Ltd. v. YouTube, Inc., No. 07-CV-3582 (S.D.N.Y.
complaint filed May 4, 1007); Cal IV Entertainment, LLC v. YouTube, Inc., No. 3:07-
cv-00617 (M.D. Tenn. 2007); Veok Networks, Inc. v. UMG Recordings, Inc., 522 F.
Supp. 2d 1265 (S.D. Cal. 2007) (dismissing declaratory relief action brought by Veoh
shortly before Veoh was sued by UMG in the Central District of California); UMG
Recordings, Inc. v. Veoh Networks, Inc., 2:07-cv-05744 (C.D. Cal. 2007); Divx, Inc. v.
UMG Recordings, Inc., 3:07cv1753 (S.D. Cal. 2007).
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ing respect for intellectual property and discourages users from upload-
ing infringing material. This principle reflects the importance in educa-
tion in leading to responsible user conduct.

The second principle provides that during the upload process,
UGC services should prominently inform users that they may not post
infringing material and ask them to affirm that their upload complies
with the site’s TOU. One way to accomplish this is to require users to
affirmatively check a box certifying to their compliance with TOU and
applicable law, including copyright law, and click their assent in
conjunction with the upload process. h o

The third principle calls for sites to.implement effective content
identification technology. In fact, many leading sites that host UGC
including MySpace, Crackle.com and others had already implemented
Audible Magic Copysense fingerprinting technology as of the time the
UGC Principles were adopted. Among other things, sites and services
may employ audio and video filters to physically prevent users from
being able to upload files that match the digital ‘“fingerprint”’ of files
registered with the site or third party technology provider such as
Audible Magic. -

The fourth principle focuses on cooperation between UGC sites
and copyright owners to shut down illegitimate sites (such as locations
that create links to unauthorized material that they find on multiple dif-
ferent sites, creating in effect infringement locations). ’

The fifth principle calls on sites to provide commercially reason-
able enhanced searching capabilities to allow copyright owners to more
quickly remove unauthorized material.

The eighth principle calls upon sites to comply with the DMCA,
but also to provide copies of any Counter Notifications received to the
copyright owner who complained in the first instance.

~ The principles also address measures to assist copyright owners
in vindicating their rights, such as tracking uploads to better identify
repeat infringers, and preserving records. The principles also call upon
copyright owners to account for fair use in sending take down notices.

The UGC Principles are intended to supplement the provisions of
the DMCA, not supplant them. Companies signing on to the Principles
also agree to implement them internationally.

A copy of the UGC Principles is reproduced below. Practical
guidance on the DMCA and UGC Principles is set forth in section
50.03.
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4.12[17][B] UGC Principles™**

Leadlng commercial copyright owners (“Copyrlght Owners”)
and services providing user-uploaded and user generated audio and
video content (““‘UGC Services’”) have collaborated to establish these
Principles to foster an online environment that promotes the promises
and benefits of UGC Services and protects the rights of Copyright
Owners. In this context, UGC Services are services such as Soapbox
on MSN Video, MySpace, Dailymotion and Veoh.com, and not other
technologies such as browsers, applets, email, or search services. While
we may differ in our interpretation of relevant laws, we do not mean to
resolve those differences in these Principles, which are not intended to
be and should not be construed as a concession or waiver with respect
to any legal or policy position or as creating any legally binding rights
or obligations. We recognize that no system for deterring infringement
is or will be perfect. But, given the development of new content
identification and filtering technologies, we are united in the belief that
the Principles set out below, taken as a whole, strike a balance that, on
a going-forward basis, will result in a more robust, content-rich online
experience for all.

In coming together around these Principles, Copyright Owners
and UGC Services recognize that they share several important objec-
tives: (1) the elimination of infringing content on UGC Services, (2)
the encouragement of uploads of wholly original and authorized user
generated audio and video content, (3) the accommodation of fair use
of copyrighted content on UGC Services, and (4) the protection of le-
gitimate interests of user privacy. We believe that adhering to these
Principles will help UGC Services and Copyright Owners achieve those
objectives.

1. UGC Services should include in relevant and conspicuous places
on their services information that promotes respect for intel-
lectual property rights and discourages users from uploading
infringing content.

2. During the upload process, UGC Services should prominently
inform users that they may not upload infringing content and
that, by uploading content, they affirm that such uploading
complies with the UGC Service’s terms of use. The terms of use
for UGC Services should prohibit infringing uploads.

3. UGC Services should use effective content identification tech-
nology (‘‘Identification Technology’’) with the goal of eliminat-

1202 Available at http://www.ugcprinciples.com.
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ing from their services all infringing user-uploaded audio and
video content for which Copyright Owners have provided Ref-
erence Material (as describéd below). To that end and to the
‘extent they have not already done so, by the end of 2007, UGC
Services should fully implement commercially reasonable
Identification Technology that is highly effective, in relation to
other technologies commercially available at the time of
implementation, in achieving the goal of eliminating infringing
. content. UGC Services should enhance or update the Identifica-
-~ tion Technology as commercially reasonable technology that
makes a meaningful difference in achieving the goal becomes
available.

a. If a Copyright Owner has provided: (1) the reference data
‘for content required to establish a match with user-
uploaded content, (2) instructions regarding how matches
should be treated, and (3) representations made in good
faith that it possesses the appropriate rights regarding the
content (collectively, ‘‘Reference Material’’), then the
UGC Service should apply the Identification Technology
to that content to implement the Filtering Process de-
scribed below. UGC Services should ensure that reason-
able specifications, as well as any tools and/or technical
support, for the delivery of Reference Material are made
available to Copyright Owners. If a Copyright Owner
‘does not include in the Reference Material instructions
regarding how matches should be treated, the UGC Ser-

" vice should block content that matches the reference data.

b.  The Identification Technology should use Reference Ma-
terial to identify user-uploaded audio and video content
that matches the reference data and should permit Copy-
right Owners to indicate how matches should be treated.

_¢.. . Ifthe Copyright Owner indicates in the applicable Refer-
ence Material that it wishes to block user-uploaded
content that matches the reference data, the UGC Service
should use the Identification Technology to block such
matching content before that content would otherwise be
made available on its service (‘‘Filtering Process’’). The
Copyright Owner may indicate in the applicable Refer-
ence Material that it wishes to exercise an alternative to
blocking (such as allowing the content to be uploaded,
licensing use of the content or other options), in which
case, the UGC Service may follow those instructions or
block the content, in its discretion.
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Copyright Owners and UGC Services should cooperate
to ensure that the Identification Technology is imple-
mented in a manner that effectively balances legitimate
interests in (1) blocking infringing user-uploaded content,
(2) allowing wholly original and authorized uploads, and
(3) accommodating fair use.

~ UGC Services should use the Identification Technology

to block user-uploaded content that matches Reference
Material regardless of whether the UGC Service has any
licensing or other business relationship with the Copy-

- right Owners who have provided such Reference Mate-

rial (except that UGC Services may require that Copy-

- right Owners enter into agreements with respect to the
* specifications for delivery of Reference Material that are

commercially reasonable and that facilitate the provision
of Reference Material by Copyright Owners and promote
the goal of the elimination of infringing content). If a
Copyright Owner authorizes specific users to upload
content that would otherwise match Reference Material
submitted by the Copyright Owner, the Copyright Owner
should provide to the UGC Service a list of such users (a
so-called white list).

UGC Services may, at their option, utilize manual (hu-
man) review of all user-uploaded audio and video content
in lieu of, or in addition to, use of Identification Technol-
ogy, if feasible and if such review is as effective as
Identification Technology in achieving the goal of elimi-

" nating infringing content. If a UGC Service utilizes such

manual review, it should do so without regard to whether
it has any licensing or other business relationship with
the Copyright Owners. Copyright Owners and UGC Ser-
vices should cooperate to ensure that such manual review

_is implemented in a manner that effectively balances le-

gitimate interests in (1) blocking infringing user-uploaded
content, (2) allowing wholly original and authorized
uploads, and (3) accommodating fair use.

Copyright Owners should provide Reference Material
only with respect to content for which they believe in
good faith that they have the appropriate rights to do so,
and should update rights information as reasonable to
keep it accurate. The inclusion of reference data for
content by, or at the direction of, a Copyright Owner shall
be deemed to be an implicit representation made in good



4-338

E-Commerce and Internet Law 4.12[17][B}

faith that such Copyright Owner has the appropriate
rights regarding such content. Copyright Owners should
“reasonably cooperate with UGC Services to avoid unduly
stressing the Services’ Identification Technology during
limited periods when Copyright Owners, collectively,
may be providing an overwhelmingly high volume of
Reference Material. UGC Services should reasonably co-
operate with Copyright Owners to ensure that such Ref-
" erence Material is utilized by the Identification Technol-
ogy as soon as possible during such overload periods.

h. Promptly after implementation of Identification Technol-
ogy, and at intervals that are reasonably timed throughout
each year to achieve the goal of eliminating infringing
content, UGC Services should use Identification Technol-
ogy throughout their services to remove infringing
content that was uploaded before Reference Material
pertaining to such content was provided.

i Copyright Owners and UGC Services should cooperate
in developing reasonable procedures for promptly ad-
dressing conflicting claims with respect to Reference Ma-
terial and user claims that content that was blocked by the
Filtering Process was not infringing or was blocked in
error.

 UGC Services and Copyright Owners should work together to

identify sites that are clearly dedicated to, and predominantly
used for, the dissemination of infringing content or the facilita-
tion of such dissemination. Upon determination by a UGC Ser-
vice that a site is so dedicated and used, the UGC Service should
remove or block the links to such sites. If the UGC Service is
able to.identify specific links that solely direct users to particular
non-infringing content on such sites, the UGC Service may al-
low those links while blocking all other links.

UGC Services should provide commercially reasonable en-
hanced searching and identification means to Copyright Owners
registered with a service in order: (a) to facilitate the ability of
such Copyright Owners to locate infringing content in all areas

of the UGC Service where user-uploaded audio or video content
_is accessible, except those areas where content is made acces-

sible to only a small number of users (not relative to the total

number of users of the UGC Service), and (b) to send notices of

_infringement regarding such content.

When sending notices and making claims of infringement,
Copyright Owners should accommodate fair use.
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7. -

10.

11.

12,

13.

Copyright Owners should provide to UGC Services URLs
identifying online locations where content that is the subject of
notices of infringement is found—but only to the extent the
UGC Service exposes such URLs.

When UGC Services remove content pursuant to a notice of in-
fringement, the UGC Service should (a) do so expeditiously, (b)

-take reasonable steps to notify the person who uploaded the

content, and (c¢) promptly after receipt of an effective counter-
notification provide a copy of the counter-notification to the
person who provided the original notice, and, at its option,
replace the content if authorized by applicable law or agreement
with the Copyright Owner.

When infringing content is removed by UGC Services in re-
sponse to a notice from a Copyright Owner, the UGC Service
should use reasonable efforts to notify the Copyright Owner of
the removal, and should permit the Copyright Owner to provide,
or request the UGC Service to provide on its behalf, reference
data for such content to be used by the Identification Technology.

Consistent with applicable laws, including those directed to user
privacy, UGC Services should retain for at least 60 days: (a) in-
formation related to user uploads of audio and video content to
their services, including Internet Protocol addresses and time
and date information for uploaded content; and (b) user-

‘uploaded content that has been on their services but has been

subsequently removed following a notice of infringement. UGC
Services should provide that information and content to Copy-
right Owners as required by any valid process and consistent
with applicable law.

UGC Services should use reasonable efforts to track infringing
uploads of copyrighted content by the same user and should use
such information in the reasonable implementation of a repeat
infringer termination policy. UGC Services should use reason-
able efforts to prevent a terminated user from uploading audio
and/or video content following termination, such as blocking re-
use of verified email addresses.

In engaging in the activities set forth in these Principles outside

- the United States, UGC Services and Copyright Owners should
- follow these Principles to the extent that doing so would not

contravene the law of the applicable foreign jurisdiction.

Copyright Owners should not assert that adherence to these
Principles, including efforts by UGC Services to locate or

-remove infringing content as provided by these Principles, or to

replace content following receipt of an effective counter notifica-
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tion as provided in the Copyright Act, support disqualification
“from any limitation on direct or indirect liability relating to ma-
terial online under the Copyright Act or substantively similar
statutes of any applicable jurisdiction outside the United States.

14. . Ifa UGC Service adheres to all of these Principles in good faith,
the Copyright Owner should not assert a claim of copyright in-
fringement against such UGC Service with respect to infringing
user-uploaded content that might remain on the UGC Service
despite such adherence to these Principles.

15.  Copyright Owners, and UGC Services should contmue to coop-
erate with each other’s reasonable efforts to create content-rich,
infringement-free services. To that end, Copyright Owners and

"UGC Services should cooperate in the testing of new content
identification technologies and should update these Principles as
commercially reasonable, informed by advances in technology,
the incorporation of new features, variations in patterns of
infringing conduct, changes in users’ onllne activities and other
appropriate circumstances.

413 Equitable Remedies in CivilkLitig'a‘tion.
4.13[1]1 Injunctive Relief

Injunctive relief generally may be obtained at three different stages in a
lawsuit:

. temporary restraining orders (“TROs”) at the outset of
litigation; :

. preliminary injunctions early in the proceedings; and

. permanent injunctions at tr1a1

The purpose of a temporary restraining order is to preserve the
status quo and prevent irreparable harm until a hearing may be held on
a motion for preliminary injunction.'?® An injunction is an equitable
remedy. Equitable relief historically was granted in extraordinary cir-
cumstances, based on a showing of irreparable injury and the inade-
quacy of legal relief. While the standards for obtaining injunctions in
copyright cases had been relaxed over time, with most courts presum-
ing irreparably injury if a strong enough showing was made that a
plaintiff was likely to prevail on the merits, after eBay, Inc. v. MercEx-

1253 Granny Goose Foods, Inc. v. Brotherhood of Teamsters, 415 U.S. 423, 439
(1974); Fed. R. Civ. Proc. 65. ,





