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Doe v. America Online, Inc.,*™ the Florida Supreme Court held that
section 230(c)(1) immunized AOL from a claim that the company
should have been held liable because of abuse that resulted when a
pedophile met the plaintiff’s child in an AOL chatroom, which was a
precursor to today’s social networks. These cases underscore that to
the extent one user seeks to hold a network liable for the misconduct of
another user the claim will often be treated as premised on the
network’s role as a “‘publisher or speaker’’ and therefore deemed
preempted. - '

Social networks also have been sued for privacy and pub11c1ty
claims and related torts arising out of phony profiles created anony-
mously or pseudonymously to embarrass or harass someone. In gen-
eral, claims premised on phony profiles will be preempted under sec-
tion 230(c)(1) to the extent based on the network owner’s role as
publisher or speaker. A right of publicity claim, however, may not be
preempted if the court finds that it pertains to intellectual property.®”
The cases in this area are Carafano v. Metrosplash.com, Inc.,*"® where
the provider was held exempt from liability (although Carafano was
explained more narrowly in a later Ninth Circuit opinion) and Doe v.
Friendfinder Network, Inc.,*" where the court held that most claims
against the social'network owner were preempted but plaintiff’s right
of publicity claim was not preempted and could proceed.

In Carafano v. Metrosplash.com, Inc.,*™ the court re_]ected claims
arising out of a third party’s submission of a phony profile purporting
to belong to the plaintiff. To create a profile in that case, the defendant
offered a menu of detailed questions. Once a user answered the
questionnaire, the defendant organized a user’s responses into a profile.
In Carafano, the Ninth Circuit rejected the argument that this amounted
to the creation or development of information under section 230(f)(3),
concluding that ‘‘ ‘the underlying misinformation’ that formed the basis
for the complaint was contained entirely in the responses provided by
the user,”” rather than originating with the defendant.3 In Fair Hous-

371783 So. 2d 1010 (Fla. 2001).
15 Soe supra § 37.05[5].
876 339 F.3d 1119 (9th Cir. 2003).
577 540 F. Supp. 2d 288 (D.N.H. 2008).
378 339 F.3d 1119 (9th Cir. 2003).
79 14 at 1125.
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ing Council v. Roommates.com, LLC.,*®® however; an en banc panel of
the Ninth Circuit expressly narrowed and recast the holding in Car-
afano, clarifying that the plaintiff’s claims in that case were preempted
because the interactive computer service merely asked questions, while
users supplied their own responses. However, in Roommates.com the
Ninth Circuit disavowed its suggestion in Carafano that an interactive
computer service was ‘‘automatically immune so long as the content
originated with another information content provider’” and cautioned
that “‘even if the data are supplied by third parties, a website operator
may still contribute to the content’s illegality and thus be liable as the
developer.””## :

Roommates.com involved a fair housing claim where, like Car-
afano, the network owner provided users with questions to answer from
which user profiles would be generated. In Roommates.com, however,
the questions had multiple choice answers that users were required to
answer in order to post a profile. The Ninth Circuit held that
Roommates.com, by supplying pre-set answers for users to select,
developed the content provided by users and therefore was itself liable
as an information content provider. In Carafano, the Roommates.com
panel concluded, the CDA exemption was not lost because the form/
questionnaire used in that case, unlike Roommates.com, was a ‘‘neutral
tool’’ and the user, not the network provider, ultimately was the infor-
mation content provider.*®?

The Ninth Circuit reaffirmed the holding for the defendant in Ca-
rafano but on narrower grounds—characterizing the form/
questionnaire in that case as a neutral tool used by a third party to cre-
ate the actionable profile where plaintiff’s claim amounted to one for
negligence in failing to screen. By contrast, the plaintiff’s claim in
Roommates.com centered on the very questions written by the site and
used by users to create their profiles.

Doe v. Friendfinder Network, Inc.®® involved a woman whose
photo and biographical information were used in a phony profile on
Adultfriendfriender.com, which billed itself as ‘‘the World’s Largest
SEX and SWINGER personal community.”” The phony profile for
“‘petra03755°" was online for more than a year before the plaintiff

380 571 F.3d 1157 (Sth Cir. 2008) (en banc).
38174 at 1171 & n.31.

382 See supra § 37.05[3][C] (analyzing Carafano and Roommates.com and discuss-
ing the parameters of potential liability).

383 540 F. Supp. 2d 288 (D.N.H. 2008).
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learned about it, during which time others in her social circle had seen
and discussed it. After the plaintiff learned about the profile, she
contacted the defendants who removed it. She objected, however, that
when other members attempted to access the profile after it had been
removed they received the message, ‘Sorry, this member has removed
his/her profile’’ rather than communicating that the profile had been
false and unauthorized. Plaintiff also objected that teasers for the phone
profile (including her true biographical information) were used as
advertisements on other sites, 1nclud1ng ‘other adult sites, when other
people Iogged on from the same area in New Hampshire.

Following Metrosplash the court ruled that because defendants
.merely published content supplied by another information content
provider—*‘petra03755”"—she ‘‘cannot call the defendant to answer
for that under state law.”’®* Analogizing the case to Metrosplash, the
court rejected the argument that allowmg a user to select from a pre-set
‘vmenu of ‘“sexual responses’’ in creating a profile made
AdultFriendFinder.com an information content provider. The court
Ialso rejected the argument that AdultFriendFinder.com could be held
liable for re-posting the profile on other sites or using it in ‘‘teasers’’ or
other advertisements. ‘‘Because ‘petra03755° was the source of the al-
legedly injurious matter in the profile, then, the defendants cannot be
held liable for ‘reposting’ the profile elsewhere without impermissibly
treating them as ‘the publisher or speaker of . . . information
provided by another information content provider.””* Relymg on Ze-
ran, as approved in Lycos, the court further wrote that the fact that
deféndants allegedly learned that the profile was false and unautho-
rized before re-posting it does not bring their conduct outside the
protection of the Good Samaritan exemption because notice of the
unlawful nature of information provided is not enough to make it the
service provider’s own speech.* Similarly, the court rejected the argu-
ment that allegedly “‘slight’’ modifications to the profile were made
when it was re-posted to other sites since immunity as a publisher
extends to the exercise of a publisher’s traditional editorial functions.

The court ruled that while the CDA preempted plaintiffs’ privacy
¢laims (for intrusion on her solitude, public disclosure of private facts

384 /4. at 294. It is noteworthy that this oplmon issued on March 27, 2008, while the
Ninth Circuit’s en banc decision in Roommates.com, LLC was filed on Apnl 3, 2008.
The plaintiff in AdultFriendFinder had not challenged defendants’ status as an interac-
tive computer service. ‘

885 14 at 295, citing 47 U.S.C.A. § 230(c)(1).
38 540 F. Supp. 2d at 295 n.7.
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and false light), it did not preempt her right of publicity claims.*®” Need-
less to say, even absent the exemption, it is not entirely clear that a
person whose identity was misappropriated in a phony social network
profile could prevail on a vicarious hablhty claim agalnst a social
network. :

Friendfinder underscores that where intellectual property claims
are asserted against a social network, the CDA exemptlon may not
apply. While Friendfinder was well reasoned and is consistent with the
statute, in the Ninth Circuit right of publicity claims (and other state
L.P. causes of action) brought against interactive computer service
providers and users would be deemed preempted based on the Ninth
Circuit’s interpretation of the CDA as’ excludlng only federal 1nte1—
lectual property claims.®®

‘, Even a right of publicity claim in the Ninth Circuit, honger,
might not be preempted if under Roommates.com the social network
was somehow found liable as the developer of the content. As noted
above, the Ninth Circuit held that the defendant in Roommates. com did
j'not enjoy full CDA immunity to the extent plaintiff’s claims were based
on user profiles that were. generated by the questions and answers that
the defendant itself had written. The Ninth Circuit made clear that
Roommates.com did not lose its protection for all purposes or all
claims, and indeed held it exempt for certain aspects of its business.®®
Nevertheless, the Ninth Circuit’s analysis in Roommates.com represents
a departure from prior case law (and indeed arguably is inconsistent
with the Seventh Circuit’s holding in another Fair Housing Act case,
Chicago Lawyers’ Committee for Civil Rights Under Law, Inc. v.
Crazgslzst Inc.,” despite the Ninth Circuit’s argument to the contrary
in Roommates. com) 92

The potentially conflicting interpretations of when an interactive
computer service provider may be deemed an information content
provider and whether a CDA claim preempts state I.P. claims may

%87 Id. at 302-03. This aspect of the decision is addressed in section 37.05[5].
Plaintiff’s motion for reconsideration was denied. Doe v. Friendfinder Network, Inc »
Civil No. 07-cv-286-JL, 2008 WL 2001745 (D.N.H. May 8, 2008). ‘

388 See supra § 37.05[5]; infra chapter 12,

89 See Perfect 10, Inc. v. ccBill, Inc., 488 F.3d 1102 (9th Cir.), cert. denied, 128 S.
Ct. 709 (2007); see generally supra § 37.05[5]. ‘

390 See supra § 37.05[3][C].
391 519 F.3d 666 (7th Cir. 2008).
392 Qoe supra § 37.05[3][C].
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mean that the outcome of a given case could be different depending on
where suit is brought and what law is applied. From the standpoint of a
social network, however, the way to minimize the risk of liability under
existing case law is clear. Social networks should avoid building user
profiles beyond providing blank boxes and lots of white space for users
to fill with their own unprompted text. The more a network tailors
answers (or potentially even asks certain very specific questions) the
greater the risk of liability under Roommates.com, atleast to the extent
that the answers to specific questions are required and the alternative
answers predetermined by the provider.- ‘ e

Where a social network itself is alleged to have created the user
profile, the CDA would not provide an exemption. Thus, in Anthony v.
Ydhoo! Inc.,*® the court held that Yahoo! was not entitled to benefit
from the Good Samaritan exemption where the plaintiff alleged that it,
rather than third parties, created false profiles to induce plaintiff to
‘maintain his membership on its dating site. While it is questionable
whether the plaintiff would be able to prove the allegations made in
Anthony, they were deemed sufficient to plead around the CDA for
purposes of a motion to dismiss. ' ‘

'37.05[7] Procedural Issues about When to Raise the
CDA Defense - :
- The exemption provided by section 230 may be asserted on mo-
tion to dismiss®® or a motion for judgment on the pleadings.®*®
However, where additional facts are necessary to show entitlement to

893 451 F. Supp. 2d 1257, 1262-63 (N.D. Cal. 2006).

3% See, e.g., Universal Communication Systems, Inc. v. Lycos, 478 F.3d 413, 419
(1st Cir. 2007) (affirming the district court’s dismissal of claims against defendant for
failure to state a claim because its activities fell squarely within those that Congress
intended to immunize); Nemet Chevrolet, Ltd. v. ConsumerAffairs.com, Inc., 564 F.
Supp. 2d 544, 548-51 (E.D. Va. 2008) (dismissing a claim against a consumer criticism
site on a Rule 12 motion to dismiss because the necessary facts justifying dismissal
‘were apparent on the face of the complaint); Global Royalties, Ltd. v. Xcentric
Ventures, LLC, 544 ¥. Supp. 2d 929 (D. Ariz. 2008)(dismissing a claim alleging that
RipoffReport.com and its owners were liable for actively soliciting defamatory mate-
Tial and for keeping an allegedly defamatol_’y ‘post on its site after the author asked that
it be removed); Beyond Systems, Inc. v. Keynetics, Inc, 422 F. Supp. 2d 523, 536-37
(D. Md. 2006) (gfanting an ISP’s motion to dismiss because it was “‘clear that all the
requisites for the application of the immunity provisions of the CDA are in place.”);
Doe v. Bates, 35 Media L. Rep. 1435, 2006 WL 3813758 at *8-10 (E.D. Tex. 2006)
(finding that a Rule 12(b)(6) motion is a procedurally proper method for determining
the applicability of an affirmative defense provided by section 230 and dismissing
plaintiff’s complaint); PatentWizard, Inc. v. Kinko's Inc., 163 F. Supp. 2d 1069 (D.8.D.
2001) (granting a motion to dismiss pursuant to Rule 12(b)(6) based on the CDA);
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the Good Samaritan exemption, the defense generally is presented on
motion for summary judgment.®*

Because the Good Samaritan exemption is an affirmative defense,
it may not be possible to obtain judgment based solely on the four
‘corners of g plaintiff’s complaint. For example, if a plaintiff does not
allege facts sufficient to establish that a defendant is an interactive com-
puter service it may be difficult to prevail on a motion to dismiss even
where it is otherwise apparent that a claim should be preempted. Nev-
ertheless, because many plaintiffs lawyers are not familiar with the
statutory exemption, complaints often are filed that'can be disposed of
under section 230(c)(1) at the outset of the case. Indeed, the court in
Beyond Systems, Inc. v. Keynetics; Inc,*® in responding to a defendant’s
argument that he should be allowed discovery to better address the
CDA defense-in a case brought under a state anti-spamming statute,
characterized plaintiff’s request for discovery as ‘‘an exercise in. futil-
ity—a fishing expedition and a deep sea fishing expedition at that. If
[plaintiff] were permitted to go forth with discovery in the present case,

Gentry v. eBay, Inc., 99 Cal. App. 4th 816, 833-35, 121 Cal. Rptr. 2d 703 (Cal. App.
2002) (dismissing claim on demurrer against eBay for, among others, negligencé based
on federa] immunity granted by Section 230 of the CDA); see also Novak v. Overture
Services, Inc., 309 F. Supp. 2d 446, 452-53 (E.D:N.Y. 2004) (dismissing the pro se
plaintiff’s tortious interference claim based on alleged search result manipulation where
the plaintiff did not request further notice or discovery).

395 See, e.g., Doe v. MySpace, Inc., 528 F.3d 413 (5th Cir. 2008). (aﬂirrmng entry of
judgment on the pleadings pursuant to section 230(c)(1)); see also Doe v. GTE Corp.,
347 F.3d 655, 657 (7th Cir. 2003) (writing that *‘[a]ffirmative defenses do not justify
dismissal under Rule 12(b)(6); litigants need not try to léad around defenses’ but
proceeding as though the motion was for judgment on the pleadings under Rule 12(c)
because no party objected to the lower court’s reliance on Rule 12(b)(6)). The court in
Doe discussed the CDA- extensively, ultimately concluding that the CDA. was not
implicateéd because plaintiffs had not alleged any duty on the part of the web host
company defendants to affirmatively monitor their sites and terminate customers who
engaged in misconduct. The case nonetheless is frequently cited as though it was
decided under the CDA.

" 3% See, eg., Curran v. Amazon.com, Inc., 86 U.S.P.Q.2d 1784 (S.D. W Va. 2008)
(denymg a motion to dismiss a privacy and right of publicity case under the CDA, not-
ing that ‘“‘the CDA constitutes an affirmative defense . . . generally not fodder for
dismissal under Rule 12(b)(6).”"); Doctor's Associates, Inc. v. QIF Holders, LLC, 82
U.8.P.Q.2d 1603 (D. Conn. 2007) (false advertising claim over an advertisement on
the Quiznos website where it was unclear whether Quiznos or a third party posted the
advertisement; noting that the defense is best addressed on Rule 12(c) or 56 motions);
Hy Cite Corp. v. Badbusinessbueau.com, 418 F. Supp. 2d 1142, 1148-49 (D. Ariz.
2005) (denying a motion to dismiss based on the CDA where the plaintiff alleged that
the defendant had produced editorial comments, titles and other original content
contained in allegedly defamatory postings). ‘

~ 397422 F. Supp. 2d 523 (D. Md. 2006).
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ISPs would have to undertake the defense of lawsuits in every state that
’has anti-spam legislation.”’%% : , ‘

In California state court, claims based on Internet posts in news-
groups or other publicly accessible areas of the Internet that fall within
the scope of section 230(c)(1) potentially may be addressed by a special
motion to. strike under California’s anti-SLAPP statute, which would
shift the burden of proof to a plaintiff to show by admissible evidence
that it is likely to prevail on a claim or suffer dismissal with prejudice
‘and an award of attorneys’ fees.* ' o

‘ Claims based on subpart (c)(2) may be more difficult to dispose
of on motion to dismiss. For example, the court in National Numismatic
Certification, LLC v. eBay, Inc.,** ruled that the requirement that
“‘good faith’> be shown underscores that the exemption created by sec-
tion 230(c)(2) provides a qualified privilege, which typically cannot be
addressed on a Rule 12(b)(6) motion unless the allegations on their
face show that the plaintifi’s claim is barred).

37.05[8] Injunctive Relief

Some courts have suggested that section 230 bars suits for dam-
ages, but not injunctive relief,** although other courts have disagreed.**
Subpart (c)(1), by its terms, applies to the treatment of interactive com-

5% Id. at 536-37. L : :
399 Soe Barrett v. Rosenthal, 40 Cal. 4th 33, 41, 51 Cal. Rptr. 3d 55, 59 (Cal. 2006)
(affirming entry of judgment for the defendant on an anti-SLAPP motion where the
plaintiffs’ claims were preempted by section 230(c)(1)); see generally supra § 37.02[3]
(analyzing California’s anti-SLAPP statute). o
409 No. 6:08-0v-42-Orl-19GITK, 2008 WL 2704404 (M.D. Fla. July 8, 2008).

1 See Mainstream Loudoun v. Board of Trustees, 24 F. Supp. 2d 552, 561 (ED
Va. 1998); see also Morrison v. America Online, Inc., 153 F. Supp. 2d 930 (N.D. Ind.
2001) (noting the split in authority). ‘ : o ‘

492 000 Kuthleen R. v. City of Livermore, 87 Cal. App. 4th 684, 698, 104 Cal. Rptr.
2d 772 (Cal. App. 2001); see also Ben Ezra, Weinstein & Co. v. America Online, Inc.,
206 F.3d 980, 983-86 (10th Cir.) (applying section 230 to a claim for injunctive relief),
cert. denied, 531 U.S. 824 (2000); Noah v. AOL Time Warner, Inc., 261 F. Supp. 2d
532 (E.D. Va. 2003) (questioning Mainstream Loudoun’s continuing authority on this
point; ‘‘given that the purpose of § 230 is to shield service providers from legal
responsibility for the statements of third parties, § 230 should not be read to permit
claims that request only injunctive relief. . .. [IJn some circumstances injunctive
relief will be at least as burdensome to the service provider as damages, and is typically
more intrusive.”); Smith v. Intercosmos Media Group, 2002 WL 31844907 (E.D. La.
Dec.’17,2002) (“*any claim made by the plaintiffs for damages or injunctive relief with
regard to either defamation and libel, or negligence and fault . . . are precluded by
the immunity afforded by Section 230(c)(1)-and subject to dismissal.”). o
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puter service providers and users. There is simply no basis for conclud-
ing that a cause of action otherwise barred by section 230(c)(1) would
nonetheless be viable if limited to injunctive relief.

Subpart (c)(2), on the other hand, provides that no provider or
user of an interactive computer service ‘‘shall be held liable’’ on ac-
count of any action voluntarily taken in good faith to restrict access to
or the availability of particular contcnt.*® What constitutes being held
liable, however, is not defined in the statute or its legislative history.
Given the broad scope of the exemption and its underlying policies, a
strong argument ‘may be made that, since a finding of liability is a
precondition for final injunctive rehef subpart (©)}2) preempts both
‘damage claims and injunctive rellef

37.05[9] A Case Study and Cnthue Zeran v. Amerlca
Online, Inc.

37.05[9][A] Overview

Zeran v. America Online, Inc.** was the first reported CDA deci-
sion and represented a tremendous victory for AOL. As with many
early Internet law decisions, it was followed uncritically by many
subsequent courts struggling to understand the Internet and Internet
law at a time when both were in their formative stages and seemingly
novel. The case represented an uneven match between a major
company represented by expert counsel and an individual with unequal
legal resources. Zeran likely reached the right result, but for the wrong
reasons, and in the process created some confusion in later case law
and ultlmately a standard of liability so absolute that Judge Kozinski’s
discomfort with it led to the Ninth Circuit creatxng an even more
complicated standard for evaluating the Good Samaritan exemption in
Fair Housing Council v. Roommates.com, LLC.** After more than a
decade and too many court opinions to even count, stare decisis likely
militates against revisiting the rule of Zeran. It is nonetheless instruc-
tive to see how this first and very important CDA decision came about.

© 403 The interplay between subparts (c)(1) and (c)(2) is addressed in section 37.05[1].

%958 F. Supp. 1124 (B.D. Va. 1997), aff’d, 129 F.3d 327 (4th Cir. 1997), cert.
denied, 524 U.S. 937 (1998). , .

405 521 F.3d 1157 (9th Cir. 2008) (en banc). -





